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Introduction
This document describes integration of a service provider with Active Directory Federation
Services.

The Microsoft terminology for a SAML service provider is a relying party.

Enabling IdP-Initiated SSO
Ensure IdP-initiated SSO is enabled in ADFS using the PowerShell cmdlets Get-AdfsProperties
and Set-AdfsProperties.

Get-AdfsProperties | Select EnableldplnitiatedSignonpage

Set-AdfsProperties —EnableldplnitiatedSignonPage $True

For more information, refer to:

https://blogs.technet.microsoft.com/rmilne/2017/06/20/how-to-enable-idpinitiatedsignon-
page-in-ad-fs-2016/

https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsproperties

Adding a Relying Party

Open the ADFS console and add a relying party trust.


https://blogs.technet.microsoft.com/rmilne/2017/06/20/how-to-enable-idpinitiatedsignon-page-in-ad-fs-2016/
https://blogs.technet.microsoft.com/rmilne/2017/06/20/how-to-enable-idpinitiatedsignon-page-in-ad-fs-2016/
https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsproperties
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GiADFs

§ File Action View Window Help

s nm HiE

5 ADFS

> [ Service
[~ Access Control Policies
| Relying Party Trusts
[ Claims Provider Trusts
[ 1 Application Groups

Display Name

Enabled

Type

Identifier

Relying Party Trusts Actions

Relying Party Trusts

Add Relying Party Trust...
View
New Window from Here

@ Refresh

H Hep

The relying party is claims aware.
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\@Add Relying Party Trust Wizard
Welcome

Steps
@ Welcome
@ Select Data Source

@ Choose Access Control
Palicy

@ Readyto Add Trust
@ Finish

Welcome to the Add Relying Party Trust Wizard

Claims-aware applications consume claims in security tokens to make authentication and
autharization decisions. Non-claims-aware applications are web-based and use Windows
Integrated Authentication in the internal network and can be published through Web Application
Proxy for extranet access. Learn more

(®) Claims aware

() Mon claims aware

< Previous Cancel

The relying party may be configured through SAML metadata or manually.

The included SAML metadata for the ExampleServiceProvider is used.
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il Add Relying Party Trust Wizard X
Select Data Source

Stey Select an option that this wizard will use to obtain data about this relying party:
® Welcome
() Import data about the relying party published online or on a local networl

@ Select Data Source
|Use this option to import the necessary data and certfficates from a relying party organization that publishes

@ Choose Access Control its federation metadata online or on a local network.
Palicy

@ Readyto Add Trust

Federation metadata address (host name or LURL):

@ Finish
Example: fs contoso com or https:/Awww contoso com./app

(® Import data about the relying party from a file

Use this option to import the necessary data and certificates from a refying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

|,"3:"-.Temp"-.ExampIe Service Provider-Metadata xml Browse...

() Ertter data about the relying party manually
|Jge this option to manually input the necessary data about this relying party organization.

« Previous Mext > Cancel

Provide a name purely for display purpose.
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@Add Relying Party Trust Wizard

Specify Display Name
Steps Enter the display name and any optional notes for this relying party.
@ Welcome Display name:
@ Select Data Source |ExampleServicePrmrider
@ Specify Display Mame Naotes:
@ Choose Access Control |

Puolicy
@ Readyto Add Trust
@ Finish

« Previous Mext > Cancel

Specify the access control policy.
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@Add Relying Party Trust Wizard

Choose Access Control Policy

Steps Choose an access control policy:
® Welcome
MName Description
@ Select Data Source y -
Permit everyane Grant access to everyone.
@ Specify Display Name Pemit everyone and require MFA Grant access to everyone and requir
@ Choose Access Control Permit everyone and require MFA for specific group Grant access to everyone and requir
Puolicy Permit evenyone and require MFA from extranet access Grant access to the intranet users ar
@ Readyto Add Trust Pemit everyone and require MFA from unauthenticated devices Grant access to everyone and requir
] Permit everyone and require MFA, allow automatic device registr...  Grant access to everyone and requir
@ Finish Permit everyone for intranet access Grant access to the intranet users.
Darmit oranifin Ao i YU R ——
£ >
Policy

Permit everyone

] | do not want to corfigure access control policies at this time. No user will be permitted access for this

application.

« Previous

Mext > Cancel

Review the configuration. This can be updated later if required.
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@Add Relying Party Trust Wizard

Ready to Add Trust

Steps The relying party trust has been corfigured. Review the following settings, and then click Next to add the
@ Welcome relying party trust to the AD FS configuration database.
® Select Data Source Moritoring  |dentifiers  Encryption  Signature  Accepted Claims  Organization  Endpoints  Note 4 | *
@ Specify Display Name Specify the monitoring settings for this relying party trust.
@ gzﬁg?e Aecess Control Relying party’s federation metadata URL:
¥
@ Readyto Add Trust |
@ Finish

This relying party’s federation metadata data was last checked on:
< MEver =

This relying party was last updated from federation metadata on:
< NEVEr =

« Previous Mext > Cancel

Adding a Claims Rule

Claim rules map user information into the SAML subject name identifier and SAML attributes
that are included in the SAML assertion sent to the service provider.

Add arule.
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Edit Claim Issuance Policy for ExampleServiceProvider

Issuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Mame

lzsued Claims

Add Rule... Edit Rule... Remove Rule...

OK

Cancel

Apply

User properties in Active Directory will be used.
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\@Add Transform Claim Rule Wizard X

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send LDAP Attributes as Claims ~

Claim rule template description:

|Jsing the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
stare such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attiibute values for authenticated users from the displayMName and telephane Number
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. I you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous Mext > Cancel

Specify the mapping.
In this case the user principal name (UPN) is mapped to the SAML name identifier (Name ID).
The user’s given name and surname are mapped to SAML attributes.

Note that to support SAML logout, a claims rule mapping for the SAML name identifier (Name
ID) is required.
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

wAdd Transform Claim Rule Wizard X

You can configure this rule to send the values of LDAP attrbutes as claims. Select an attribute store from which
to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:

Send LDAF Attributes as Claims

Rule template: Send LDAFP Aftributes as Claims

Attribute stare:

Active Directony -

Mapping of LDAP attributes to outgoing claim types:

IggléﬁrPrI;Mre?bute (Select ortypeto Outgoing Claim Type (Select or type to add more)
User-Principal-Name w | Name D w~
Given-Name ~ | Given MName w
Sumame ~ | Sumame v
e w w

« Previous | I Finish | | Cancel

Alternatively, the user’s email address may be mapped to the SAML name identifier (Name ID).

10
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Edit Rule - Send LDAP Attributes as Claims X

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which

to extract LDAP attributes. Specify how the attibutes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:

Send LDAP Attributes as Claims

Fule template: Send LDAP Attibutes as Claims

Attribute store:
Active Directony w

Mapping of LOAP attibutes to outgoing claim types:

I;g;.riﬁ?bme (Select or type to Outgoing Claim Type (Select or type to add more)
E-Mail-Addresses ~ [ Name D w
Given-Mame ~ | Given Name W
Sumame: ~ | Sumame -
(3 W e

Wiew Rule Language... Cancel

Specifying the Name ID Format
By default, no Name ID format is specified with the Name ID included in the SAML assertion.

A Name ID format may be specified if required by the service provider.

A Name ID format must be specified if the service provider specifies a Name ID policy in the
SAML authn request, other than “urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified”.

For example, if the SAML authn request specifies a Name ID policy of
“urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress”, the corresponding Name ID
format must be returned in the SAML assertion.

To include the Name ID format, add a custom rule.

11
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Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

\@Add Transform Claim Rule Wizard

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:

Send Claims Using a Custom Rule ~

Claim rule template description:

|Jsing a custom rule, you can create nules that can't be created with a rule template. Custom rules are
written in the AD FS claim rule language. Capabilities that require custom rules include:

+ Sending claims from a SQL attibute store

+ Sending claims from an LDAP attribute store using a custom LDAP filter

+ Sending claims from a custom attribute store

+ Sending claims anly when 2 or more incoming claims are present

+ Sending claims only when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

+ Creating claims for use only in later rules

< Previous Mext > Cancel

The custom rule transforms the
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier claim to include a

http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format claim property with

the value urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.

Theruleis:

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier"]

=>issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",

Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress");

12
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

@Add Transform Claim Rule Wizard

You can corfigure a custom claim rule, such as a rule that requires mutltiple incoming claims or that extracts
claims from & SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD F5 claim rule language.

Claim rule name:

|5pec'rfythe Mame |0 Format

Rule template: Send Claims Using a Custom Rule

Custom nule:

o [Type ==
"http://schemas.xmlscap.crg/ws,/2005/05/identity//claims/nameidentifier™]
=» izsue (Iype =

"http://schemas.xmlscap.crg/ws,/ 2005/05/identity/claims/nameidentifier”,
Issuer = c.lssuer, Originallssuer = c.0Originallssuer, Value = c.Value,
ValueType = c.Valuelype, Properties
["http://schemas.xmlscap.ocrg/ws/2005,/05/identity/claimproperties/format
"] = "urn:ocasis:names:tc:SAML:1.linameid-format:iemailiddressT);

« Previous Cancel

The rule order is important. The custom rule must be applied after the mapping of the LDAP
attributes to outgoing claims.

13
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Edit Claim Issuance Policy for ExampleServiceProvider

Issuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

1 Send LDAP Attibutes as Claims

Order  Rule Mame lzsued Claims

Given Mame,Sumame, Na...

Specify the Mame |D Format <5ee claim mule:

Add Rule... Edit Rule... Remove Rule...

OK

Cancel

Apply

Reviewing Relying Party Configuration

The configuration may be reviewed or modified through the relying party’s property tabs.

14
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GiADFS

§ File Action View Window Help

s nm HiE

< ADFS
» ] Service
[~ Access Control Policies
| Relying Party Trusts
[ Claims Provider Trusts
| Application Groups

Relying Party Trusts

- ] X
-8 X
Actions
Relying Party Trusts =
Add Relying Party Trust...
View »
New Window from Here
@ Refresh
Help
ExampleServiceProvider -

Update from Federation Metadata...
Edit Access Control Policy...

Edit Claim Issuance Policy...
Disable

Properties

K Delete
Help

The organization information from the imported SAML metadata, if any, is displayed.

15
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Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints Motes Advanced

This relying party publishes the following onganization information in federation
metadata.

OK Cancel Apphy

ExampleServiceProvider Properties X

The endpoints are the URLs and SAML bindings used when communicating with the service
provider.

The SAML assertion consumer service receives SAML responses as part of SSO.
The SAML logout service receives logout messages as part of SAML logout.

Note that ADFS treats URLs as being case sensitive.

16
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X

ExampleServiceProvider Properties

Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W5-FederationPassive protocols.

LIRL Index  Binding Default Fe
SAML Assertion Consumer Endpoints
https:/Aocalhost :44360/5AM... 0 POST fes
5AML Legout Endpoints
https:/Aocalhost:44360/5AM... Redirect Mo
£ >
Add SAML...
Add W 5-Federation... Remove Edit...
OK Cancel Apphy

Proxied endpoints aren’t used in this example.

17
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ExampleServiceProvider Properties X
Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints Motes Advanced

The following shows the proxied endpoints for this relying party trust.

URL

QK Cancel

Apply

Notes are internal to ADFS and for documentation purposes only.

18
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ExampleServiceProvider Properties

X

Monitoring |dentifiers Encryption Signature Accepted Claims

Organization Endpaints Proxy Endpoints Motes Advanced
Specify any notes about this relying party trust.
Motes:
|
QK Cancel Apphy

Either SHA-1 or SHA-256 may be specified as the signature algorithm.

SHA-256 is recommended.

19
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ExampleServiceProvider Properties X
Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpaints Proxy Endpoints Motes Advanced

Specify the secure hash algarthm to use for this relying party trust.
Secure hash algorthm: | SHA-256 e
DK Cancel Apply

ADFS supports monitoring a URL for SAML metadata updates.

20
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Organization Endpoints Proogy Endpaints Motes Advanced
Monitoring Idertifiers  Encryption  Signature  Accepted Claims

Specify the monitoring settings for this relying party trust.
Relying party’s federation metadata LRL:

I Test URL

[ ] Monitor relying party

This relying party’s federation metadata data was last checked on:
< NEVET =

This relying party was last updated from federation metadata on:
< NEVEr =

OK Cancel Apphy

ExampleServiceProvider Properties X

Relying party identifiers correspond to SAML metadata entity IDs.

The relying party identifier must match exactly with the service provider’s configured name.

21




ComponentSpace SAML for ASP.NET Core ADFS Relying Party Integration Guide

ExampleServiceProvider Properties X
Organization Endpoints Proogy Endpaints Motes Advanced
Monitoring ldertfiers  Encryption  Signature  Accepted Claims
Specify the display name and identifiers for this relying party trust.

Display name:

Example Service Provider

Relying party identifier:

Add
Example: https://fs.contoso com/adfs./services trust
Relying party identifiers:
https ./ /Example Service Provider Remove
OK Cancel Apphy

The encryption certificate is specified if the SAML assertion is to be encrypted.
If specified, it’s the service provider’s encryption certificate.

In many scenarios encrypting the SAML assertion isn’t required as the privacy provided at the
transport layer by HTTPS is sufficient.

The certificate should be removed if the SAML assertion is not to be encrypted.

22
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Organization Endpoints Proogy Endpaints Motes Advanced
Monitoring ldertifiers  Encryption  Signature  Accepted Claims

Specify the encryption cerificate for this relying party trust.

Encryption cerfficate:

lzsuer: CM=vwww sp.com
Subject: CM=vwww sp.com
Effective date: 11/22/°2013 6:23:21 PM
Expiration date: 1/1/2050 12:00:00 AM

Browse... View... Remove

OK Cancel Apphy

ExampleServiceProvider Properties X

The signature certificate is specified if the signatures on SAML messages from the service
provider are to be verified.

If specified, it’s the service provider’s signature certificate.

It’s recommended that SAML messages from the service provider are signed.

23
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ExampleServiceProvider Properties X

Organization Endpoints Proogy Endpaints Motes Advanced
Monitoring ldertifiers  Encryption  Signature  Accepted Claims

Specify the signature verfication cerificates for requests from this relying
party.

Subject lssuer Effective Date Expiratic
[E=]CN=wwwsp.... CN=wwwspcom 11/22/20136:2.. 1/1/20

Add.. View. .. Remove...

OK Cancel Apphy

The accepted claims are specified through the service provider’s SAML metadata.

These are for documentation purposes and don’t affect the claims sent by ADFS.

24
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ExampleServiceProvider Properties X
Organization Endpoints Proogy Endpaints Motes Advanced
Monitoring ldertifiers ~ Encryption  Signature  Accepted Claims

This relying party publishes the following claim types as accepted claim types
in federation metadata.
Accepted Claim Types Required
OK Cancel Apphy
ADFS SAML Metadata

Metadata may be downloaded from:

https://<server-name>/FederationMetadata/2007-06/FederationMetadata.xml

For example:

https://adfs.componentspace.com/FederationMetadata/2007-06/FederationMetadata.xml

25
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Service Provider Configuration

The following partner identity provider configuration is included in the example service
provider’s SAML configuration.

"Name": "http://adfs.componentspace.com/adfs/services/trust",
"Description": "ADFS",
"SignLogoutRequest": true,
"SignLogoutResponse": true,
"WantLogoutRequestSigned": true,
"WantLogoutResponseSigned": true,
"SingleSignOnServiceUrl": "https://adfs.componentspace.com/adfs/ls/",
"SingleLogoutServiceUrl": "https://adfs.componentspace.com/adfs/ls/",
"PartnerCertificates": [
{
"FileName": "certificates/adfs.cer"
}
]
}

Some of this information was extracted from the ADFS SAML metadata.

The partner certificate file corresponds to the signing certificate included in the metadata.

ADFS doesn’t require the SAML authn request to be signed although it is recommended.
ADFS requires SAML logout messages to signed.

Ensure the PartnerName specifies the correct partner identity provider.

"PartnerName": "http://adfs.componentspace.com/adfs/services/trust"

SP-Initiated SSO

Browse to the example service provider.

26
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<] [ Home page - Example ¢ X + _ o x

O A £L| localhost jﬁ' 7{; L @

Example Service Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable SAML single sign-on as
the service provider.

SSO0 to the Identity Provider

www.componentspace.com

Click the button to SSO to the identity provider.
Log into ADFS.

The login method (e.g. forms authentication, Windows authentication) will be dependent on the
authentication methods configured in ADFS and the browser type.

The following is the authentication prompt displayed by Microsoft Edge when Windows
integrated authentication is enabled but the user is not logged into the domain.

27
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Windows Security

Microsoft Edge

Connecting to adfs.componentspace.com.

test@componentspace.com

OK Cancel

The following is the forms authentication prompt displayed by Google Chrome.
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e
D Sign In %

< C A Notsecure | https://adfs.componentspace.com/adfs/Is/?SAMLRequest=fZJfT8IwF.. v+ @ @ B &
ComponentSpace

Sign in with your organizational account

‘ test@componentspace.com

@ 2016 Microsoft

The user is automatically logged in at the service provider.

29
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<] [ Home page - Example ¢ X + _ o X
é > O @ £L| localhost * 755 L @

Example Service Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable SAML single sign-on as
the service provider.

Wwww.componentspace.com

|dP-Initiated SSO

Browse to:
https://<server-name>/adfs/ls/IdplnitiatedSignon
For example:

https://adfs.componentspace.com/adfs/ls/IdplnitiatedSignon

30
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B & 8 signin X + v — o

é — O @ @ Certificate error adfs.componentspace.com/adfs/Is/idpinitiatedsignon?client-request-id=3 7:7 {g Z\‘ LQ

ComponentSpace

You are not signed in.

@ Sign in to this site.
O Sign in to one of the following sites:

ExampleServiceProvider v

© 2016 Microsoft

Log into ADFS.

31
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Windows Security

Microsoft Edge

Connecting to adfs.componentspace.com.

test@componentspace.com

oK

Cancel

Select the service provider and sign in.

32
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B & 8 signin X + v — o

é — O @ @ Certificate error adfs.componentspace.com/adfs/Is/idpinitiatedsignon?client-request-id=3 7:7 {g Z\‘ LQ

ComponentSpace

You are signed in.

@ Sign in to one of the following sites:

| ExampleServiceProvider v

@ Sign out from all the sites that you have accessed.

O Sign out from this site.

© 2016 Microsoft

The user is automatically logged in at the service provider.

33
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<] [ Home page - Example ¢ X + _ o x
&« ¢ O o £‘| localhost 71\47 iké IZ. IQ

Example Service Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable SAML single sign-on as
the service provider.

wWww.componenispace.com

SAML Logout

Both SP-initiated and IdP-initiated SLO are supported.
IdP-initiated SLO may be invoked from:
https://<server-name>/adfs/ls/IdplInitiatedSignon

For example:

https://adfs.componentspace.com/adfs/ls/IdplnitiatedSignon

Select to sign out from all sites.

34
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B & B signin X + v - o X

é — O @ @ Certificate error  adfs.componentspace.com/adfs/ls/IdplnitiatedSignon 7:7 {g Z\, LQ

ComponentSpace

You are signed in.

@ Sign in to one of the following sites:

| ExampleServiceProvider v

@ Sign out from all the sites that you have accessed.

O Sign out from this site.

© 2016 Microsoft

Depending on the authentication method and the browser used, although ADFS reports logout
as successful, the user may not be logged out from ADFS.

For example, with forms authentication and using Chrome, the user is logged out from ADFS.
When using Microsoft Edge, no error occurs but the user is still logged into ADFS.

This functionality is controlled by ADFS.

ADFS Authentication Methods

ADFS supports a number of authentication methods that may be configured based on whether
the userisin the intranet or not.

35
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QEAD S

e 2 B

%}[ile Action View Window Help

1 ADFS
v [l Service
[ Attribute Stores
"I Authentication Methods
| Certificates

7] Claim Descriptions

7| Device Registration

~| Endpoints

7| Scope Descriptions

| Web Application Proxy

| Access Control Policies

] Relying Party Trusts
| Claims Provider Trusts
| Application Groups

| Authentication Methods

Authentication Methods Overview

methods and multi- methods.

You can configure primary
Leam more
AD FS Help

Primary Authentication Methods

Primary authentication is required for all users trying to access applications that use AD FS for authentication. You can use options
below to configure settings for primary authentication methods.

Extranet Forms Authentication. Edit
Microsoft Passport Authentication

Intranet Forms Authentication.
Windows Authentication,

Microsoft Passport Authentication

Multi-factor Authentication Methods
‘You can use options below to corfigure settings for multifactor authentication methods.
Authertication Methods Nt configured Edt

Actions

Edit Primary Authentication Metho...
Edit Multi-factor Authentication M...
View »

New Window from Here

G| Refresh
Help

The default configuration is to use Windows authentication for intranet users using a browser
supporting Windows integrated authentication. Otherwise, forms authentication is used.
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Edit Authentication Methods X

Primary  Multifactor

Select authertication methods. By selecting more than one authentication method, you enable
users to have a choice of what method to authenticate with at sign in.

if Integrated Windows authentication method is specified. it appears as the default
authentication method on browsers that support Integrated Windows authentication.

Learn more about Azure MFA (Multi-Factor Authentication).

Bxdranet

Forms Authentication

[ ] Certfficate Authentication

[ ] Device Authentication

Microsoft Passport Authertication

Irtranet

Forms Authentication

Windows Authentication

[] Certfficate Authentication

[ ] Device Authentication

Microsoft Passport Authertication

o Azure MFA authentication methods will not be available until an Azure Active
Directory tenant is configured. Learn More

(i ) To use device authentication as a primary authertication method, you need to configure
device registration .

Cancel Aoply

Windows Integrated Authentication
For a user logged into the domain, Windows integrated authentication, means the user is not
prompted to login again. The Windows user principal name is used instead.

If Windows integrated authentication is enabled but the user is not logged into the domain,
ADFS returns a 401, unauthorized, error to the browser which will prompt the user for their
credentials and send an authorization header along with the SAML authentication request to
ADFS.

Note SAML logout will be successful but the user will remain logged into ADFS.

Browser Support
Microsoft Edge and Internet Explorer support Windows integrated authentication by default.

Support for other browsers may be enabled using the WIASupportedUserAgent setting.
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https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-ad-fs-

browser-wia
The default settings support Internet Explorer and Microsoft Edge.

The “=~” syntax indicates a regular expression when matching the user agent.

¥ Administrator: Windows PowerShell - O X

:\> Get-AdfsProperties WIASupportedUserAgents
MSAuthHost/1.0/In-Domain
MSIE 6.0

windows Rights Management Client

MS_WorkFolderscClient

The following PowerShell command includes Chrome as a supported user agent.

Set-AdfsProperties -WIASupportedUserAgents ((Get-ADFSProperties | Select -ExpandProperty
WIASupportedUserAgents) + “Chrome”)

The following command includes Firefox as a supported user agent.

Set-AdfsProperties -WIASupportedUserAgents ((Get-ADFSProperties | Select -ExpandProperty
WIASupportedUserAgents) + “Firefox”)

N Administrator: Windows PowerShell - O X

PS C:\> Get-ADFSProperties WIASupportedUserAgents
MSAuthHost/1.0/In-Domain

Windows Rights Management Client
MS_WorkFolderscClient

=~Windows\s*NT.*Edge
Chrome

Firefox

PS C:\>

The following command removes Chrome and Firefox from the list of supported user agents.
Set-AdfsProperties -WIASupportedUserAgents (Get-ADFSProperties | Select -ExpandProperty
WIASupportedUserAgents | Where-Object{ $_-ne "Chrome" -and $_ -ne "Firefox" })

Default User Name

ADFS accepts a username query string parameter that specifies the user name to include in the
login form.
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e - O
S [3 signin X

& (& ‘A Not secure\h&t-ps://adfs.cumponentspacecom/adfs/ls/?usemame:jchndoe@componentspace.com&SA‘.. f}| @ 0§ = E LH]|

ComponentSpace

Sign in with your organizational account

|johndoe@componentspace,com ‘

|Password |

© 2016 Microsoft

X

The syntax is:

https://<server-name>/adfs/ls/?username=<user-name>
For example:

https://adfs.componentspace.com/adfs/ls/?username=johndoe@componentspace.com

This is useful if for some reason the user has already entered their user name at the service
provider.

For security reasons, ADFS does not support passwords being included as a query string
parameter.

The OnResolveUrl delegate may be used to update the SSO service URL with the query string
parameter. Refer to the Developer Guide for details.

Troubleshooting ADFS SSO

If an error occurs, ADFS will display a generic error message in the browser or return a generic
Requester/Responder error to the service provider.

To troubleshoot configuration and other problems, refer to the ADFS event log.
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E Event Viewer
Eile Action

% 2o M

View Help

4] Event Viewer (Local)
v [ Custom Views
v [ Server Roles
W Active Directory Domain Services
‘I Active Directory Federation Services
W DNS Server
¥ Remote Desktop Services
¥ Administrative Events
v [m Windows Logs
& Application
] Security
] Setup
[&] System
[£] Forwarded Events
> [ Applications and Services Logs
[ Subscriptions

Active Directory Federation Services

"7  Number of events: 192

Number of events: 1

Actions

Active Directory Federation Services

Date and Time

Source

~

0 Error 10/6/2017 9:56:49 AM ADFS
cror 10/6/2017 9:56:49 AM ADFS 362
@ trror 10/6/2017 9:56:49 AM ADFS 320
/1, Warming 10/6/2017 9:50:07 AM Device Regi... 161
(i) Information 10/6/2017 9:20:39 AM ADFS 337
® Information 10/6/2017 9:20:59 AM ADFS 388
® Information 10/6/2017 9:20:59 AM ADFS 336
@ Error 10/6/2017 9:20:07 AM Device Regi... 137
0 Error 10/6/2017 9:20:07 AM Device Regi... 137
(@) Information 10/6/2017 9:19:58 AM ADFS 100
() Information 10/6/2017 9:19:58 AM ADFS 106
@\nformatiun 10/6/2017 9:19:58 AM ADFS 106
< >
Event 364, ADFS x

General Details

~
Encountered error during federation passive request.
Additional Data

Log Name: AD FS/Admin

Source: ADFS Logged: 10/6/2017 12:07:27

Event ID: 364 Task Cateaorv: None e

< >

= OpenSaved Log...

W Create Custom View...
Import Custom View..,

Filter Current Custom View...
Properties

Find...

DED A

Export Custom View...

Copy Custom View...

Attach Task To This Custom Vie...

View
G Refresh
H Help

Event 364, AD F5

Save All Events in Custom View ...

[Z] Event Properties

] Attach Task To This Event...
= Copy

Save Selected Events...
Refresh

I

BEe D

Help

For more information on troubleshooting ADFS, refer to:

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/troubleshooting/ad-fs-

tshoot-overview

To enable ADFS trace logging, refer to:

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/troubleshooting/ad-fs-

tshoot-logging
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